Introduction
The Electronic Communications and Transactions Act 25 of 2002 ("ECT Act") has now been in operation for more than 10 years. 1 The Act lists six objectives, amongst others, which are relevant for this discussion, namely to: (e) ensure compliance with accepted international technical standards in the provision and development of electronic communications and transactions; 6 and (f) promote the stability of electronic transactions in the Republic. 7 The Act seems to be functioning very well as an enabling piece of legislation, as set out in these objectives. This is in part evidenced by the fact that there has been very little reported case law requiring an interpretation of the Act 8 other than case law dealing with the evidentiary requirements of section 15. 9 It also seems that ecommerce is flourishing in the country as it is elsewhere in the world. 10 However, the ECT Act not only covers ecommerce but also aims at dealing with privacy issues, electronic government services, domain names and cybercrime. It has been recognised that not all of these provisions of the Act have been equally successful and that the Act is in need of amendment. 11 The Department of Communications issued a Bill for the amendment of the ECT Act late in 2012 for public comment. 12 Very few of the proposed changes that directly affect Chapter III deal with ecommerce. The only suggested amendments are to section 11(3), and these are more stylistic than anything else. Also, an addition to section 15 deals with the admissibility and evidential weight of data messages. The latter change is also more cosmetic than real.
The only real but important change relating to ecommerce suggested in the Bill is found in a new definition of the term "electronic signature" in section 1. The current definition provides as follows:
'electronic signature' means data attached to, incorporated in, or logically associated with other data and which is intended by the user to serve as a signature;
The suggested new definition for an electronic signature reads as follows:
'electronic signature' means a sound, symbol or process that is (i) uniquely linked to the signatory; (ii) capable of identifying the signatory; (iii) created See the National Integrated ICT Policy Green Paper (GN 44 in GG 37261 of 24 January 2014) para 3.4.
using means that the signatory maintain and which are under his control; (iv) linked to the data to which it relates in such a manner that any subsequent change of the data can be detected; and (v) intended by the user to serve as a signature.
It is not clear what has caused the need for this amendment as there has been no indication from practice or the case law that the current definition, read with section 13, is problematic. This note will trace the origin of this new definition and discuss the potentially harmful implications of this rather innocuous looking amendment against the backdrop of the objectives of the ECT Act as set out above.
Current definition of electronic signature
Chapter III of the ECT Act is based on the UNCITRAL Model Law on Electronic
Commerce (1996) 13 and the UNCITRAL Model Law on Electronic Signatures (2001).
14 UNCITRAL developed these model laws as an early response to the legal uncertainties pertaining to ecommerce around the world at that time, especially with the quick growth of the internet.
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UNCITRAL opted for model laws rather than a convention, recognising that the differences in domestic legal systems were probably too great for there to be any realistic chance of a convention being adopted. The advantage of a model law is that it provides a basic text and guidance to legislators around the world to base their legislation on. 16 In that way such legislation will have a harmonised undercurrent even though the different enactments are not identical. The Model Law on Electronic
Commerce has enjoyed a great deal of success with more than 60 jurisdictions around the world using it as the point of departure for their enactments. (1) Where the law requires a signature of a person, that requirement is met in relation to a data message if: (a) a method is used to identify that person and to indicate that person's approval of the information contained in the data message; and (b) that method is as reliable as was appropriate for the purpose for which the data message was generated or communicated, in the light of all the circumstances, including any relevant agreement.
(2) Paragraph (1) applies whether the requirement therein is in the form of an obligation or whether the law simply provides consequences for the absence of a signature.
UNCITRAL recognised that a handwritten signature in the paper world has a number of functions such as identifying a person, providing certainty as to the personal involvement of that person in the act of signing, and associating the person with the contents of the document. 18 In many legal systems certain processes such as stamping, printing and even letterheads are accorded recognition as signatures depending on the level of certainty required.
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Accordingly the minimum requirements for an electronic signature must meet the requirements of identification, authentication and security.
20
Any requirements for electronic signatures should also not require a higher level of security or difficulty than their physical counterparts to comply with the principles of media neutrality and functional equivalence underlying the Model Law. 21 Article 7 meets all of these requirements. In a modest but significant addition to the UNCITRAL Model Law on Electronic Commerce, the new Model Law offers practical standards against which the technical reliability of electronic signatures may be measured. In addition, the Model Law provides a linkage between such technical reliability and the legal effectiveness that may be expected from a given electronic signature. The Model Law adds substantially to the UNCITRAL Model Law on Electronic Commerce by adopting an approach under which the legal effectiveness of a given electronic signature technique may be predetermined (or assessed prior to being actually used). The Model Law is thus intended to foster the understanding of electronic signatures and the confidence that certain electronic signature techniques can be relied upon in legally significant transactions.
The provides that where the law requires a signature, that requirement will be met if an electronic signature is used that is as reliable as is appropriate for the purpose for which the data message was generated or communicated in the light of the circumstances, including any agreement.
These requirements are essentially the same as those required in Law. The definition adds the requirements that the data affixed or logically associated with the data message to be signed may be used to identify the signatory, connects the signatory to the data message, and indicates the signatory's approval of the information contained in the data message.
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It is important to note that there are no requirements that the signature should be uniquely linked to the signatory or that it must be created by means that the signatory maintain and which are under their control or that it must be capable of ensuring that any subsequent change to the data can be detected as required in the new South African definition quoted above. The requirements in the two Model Laws set out minimum standards rather than maximum standards. The standards required are determined by any peremptory law, the agreement between the parties and the relevant circumstances. 27 These additional criteria are found in Article 6(3), which creates only a presumption. They are not requirements for validity. The Article reads as follows:
3. An electronic signature is considered to be reliable for the purpose of satisfying the requirement referred to in paragraph 1 if: (a) The signature creation data are, within the context in which they are used, linked to the signatory and to no other person; (b) The signature creation data were, at the time of signing, under the control of the signatory and of no other person; (c) Any alteration to the electronic signature, made after the time of signing, is detectable; and (d) Where a purpose of the legal requirement for a signature is to provide assurance as to the integrity of the information to which it relates, any alteration made to that information after the time of signing is detectable.
The Guide to Enactment makes it clear that subparagraphs 6(3)(a)- the data message -has been taken up in section 13(3)(a) of the ECT Act, which provides:
(3) Where an electronic signature is required by the parties to an electronic transaction and the parties have not agreed on the type of electronic signature to be used, that requirement is met in relation to a data message if-(a) a method is used to identify the person and to indicate the person's approval of the information communicated; …
The requirement in the current definition that the data must be intended to serve as the user's signature is a uniquely South African requirement not found in any of the UNCITRAL instruments or in the legislation considered at the time of drafting the ECT Act. Other countries have tended to follow the UNCITRAL approach and definition.
UNCITRAL has had a third bite at this particular cherry. When it drafted the 2005 Convention 29 it chose not to define the term "electronic signature" in the Convention.
Instead UNCITRAL chose to stick with the minimum requirements as set out in Article 7 of the Model Law. 30 The only novelty in Article 9 of the Convention is the provision that determines that in regard to reliability a party may prove that the electronic signature in fact fulfilled the functions or requirements set out in Article Article 9 of the Convention reads as follows: 3. Where the law requires that a communication or a contract should be signed by a party, or provides consequences for the absence of a signature, that requirement is met in relation to an electronic communication if: (a) A method is used to identify the party and to indicate that party's intention in respect of the information contained in the electronic communication; and (b) The method used is either: (i) As reliable as appropriate for the purpose for which the electronic communication was generated or communicated, in the light of all the circumstances, including any relevant agreement; or (ii) Proven in fact to have fulfilled the functions described in subparagraph (a) above, by itself or together with further evidence.
nothing new, however, as this intention is also required of traditional physical signatures. This requirement therefore also complies with the principle of media neutrality.
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Genesis and consequences of the new definition
The new South African definition contained in the proposed amendment to section 1 of the ECT Act states the following requirements for an electronic signature. It must be:
(i) uniquely linked to the signatory; (ii) capable of identifying the signatory; (iii) created using means that the signatory maintain and which are under his control; (iv) linked to the data to which it relates in such a manner that any subsequent change of the data can be detected; and presumptions created in these instruments, the new South African definition makes these requirements peremptory for all electronic signatures.
The ECT Act currently uses a two-pronged approach to electronic signatures, namely a simple electronic signature identical to the provisions of the 1996 Model Law and an advanced electronic signature where "a law" requires an electronic signature.
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The advanced electronic signature requires the involvement of a trusted third party issuing an electronic signature which is then cloaked with certain evidential advantages not provided to simple electronic signatures. 35 Section 13(4) provides that where an advanced electronic signature has been used, such a signature is regarded as being a valid electronic signature and to have been applied properly, unless the contrary is proved. 36 It therefore creates an evidential presumption which does not exist in relation to ordinary electronic signatures. In any event it would seem that the necessity for any significant change to the existing legal regime contained in section 13 of the ECT Act is absent.
It is submitted that the suggested change represents a major shift in the general requirements for electronic signatures, is contrary to the basic principles of party autonomy, media-neutrality and functional equivalence underlying Chapter III of the ECT Act, and should for that reason not be adopted. The suggested change is at odds with the provision of a simple electronic signature provided for in section 13 (3) of the ECT Act, and would render the simple electronic signature a dead letter as it would invariably require the involvement of a third party. Instead of facilitating electronic commerce, the suggested amendment will place a new obstacle in the path of electronic commerce, if the standard is required for all electronic signatures.
The suggested change is also contrary to current international best practice as practical consequences. It is suggested that amendments to section 13 would be more appropriate to achieve the objectives of the legislature. 
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